Abstract-The topic of stress is nowadays a very important one, not only in research but on social life in general. People are increasingly aware of this problem and its consequences at several levels: health, social life, work, quality of life, etc. This resulted in a significant increase in the search for devices and applications to measure and manage stress in real-time. Recent technological and scientific evolution fosters this interest with the development of new methods and approaches. In this paper we survey these new methods for stress assessment, focusing especially on those that are suited for the workplace: one of today's major sources of stress. We contrast them with more traditional methods and compare them between themselves, evaluating nine characteristics. Given the diversity of methods that exist nowadays, this work facilitates the stakeholders' decision towards which one to use, based on how much their organization values aspects such as privacy, accuracy, cost-effectiveness or intrusiveness.
INTRODUCTION
T HE topic of stress currently attracts significant attention, not only in research but on social life in general. The public is aware of this phenomena and of its consequences at many levels (e.g., psychological, physical, social, wellbeing). On the other hand, researchers in many different fields work to find new ways to assess, monitor and reduce stress, that can not only answer the interest of the public but also allow a better understanding of the phenomenon.
Of all the important perspectives on stress, a particularly interesting one concerns occupational stress. While occupational stress affects individuals at a personal level, there is a special interest in the effects at the organizational level, mainly its economic impact. There is a broad consensus that job stress has a significant economic impact, amounting to billions of dollars each year in the United States alone [1] . These losses are due to the increased cost of medical insurance, excess of pressure on medical facilities and professionals, lower productivity, human error, absenteeism, and so forth [2] .
This calls for the development and implementation of initiatives for stress management that can not only reduce these costs but, at the same time, improve well-being, workplace quality, among other indicators.
The main aim of this paper is thus to survey existing methods for stress assessment and monitoring in Humans. Specifically, we focus on methods that can be used continuously throughout the day in milieus such as the workplace. We seek ways to measure stress over long periods of time, that do not influence the workers' routines [3] .
Although we address methods that can be deemed as more traditional (e.g., physiological sensors, questionnaires) in the sense that they have been in use for decades, we focus especially on novel methods that, for their characteristics, raise significant interest. Moreover, given their novelty, these methods pose new challenges at several levels (e.g., technological, ethical [4] ) and caution is advised when using them.
Specifically, we focus on methods that can be used in line with Ambient Intelligence systems, allowing a continuous monitoring of the users while they perform their daily activities, without interference [5] . In this sense, it is important to start by clarifying two concepts that are often found in research in this field that, although different, are frequently used interchangeably: invasive and intrusive. In a physiological sense, an action is called invasive if it infiltrates, cuts or destroys healthy tissue, namely the skin. An intrusive action, on the other hand, is one that intrudes or interferes in one's space, resulting in (often unwanted) changes in routines.
Consequently, a non-invasive approach is one in which there is no invasion of the user's body. This includes most of the sensors currently used for stress monitoring (e.g., skin temperature, heart rate). A non-intrusive approach, on the other hand, must meet more strict criteria. Specifically, it cannot change, in any way, the routine of the user. This means that users must be able to carry out their daily activities as if they were not being monitored. This includes, by definition, approaches based on computer vision or speech arrive home. The system needs to know that I prefer music from J.S. Bach to music from Iron Maiden, but not any music from J.S. Bach will do every day, so if some days I am in need of more cheerful music then perhaps a cantata may be a good choice and if one day I am in need of more relaxing music I may prefer some pieces from the Well-Tempered Clavier. Some days I may not want any music at all. How is the system going to know that? See section on "Mindreading" in [8] .
The example above may not seem too important as it is related to leisure. However, one of the most important possible applications and one of the most widely researched and tried benefit expected from this area is what is often referred to as Ambient Assisted Living (AAL). "AAL refers to intelligent systems of assistance for a better, healthier and safer life in the preferred living environment and covers concepts, products and services that interlink and improve new technologies and the social environment." [10] . There are several definitions of AAL. However, most of them put emphasis on the safety, health, and well-being of individuals. Although these type of benefits are usually placed in the home environment, AAL system do not have to be restricted to houses and can actually be delivered in other places such as the work place, where many people spend a considerable part of their lives. AAL services are also most often associated with older people and in particular with senior citizens experiencing some category of dementia. Although it is true those are the type of applications which have most funding so far, hence more interest, it is clear AAL can help citizens with other conditions, Parkinson's disease, Down's syndrome, autism, etc. From this we can also state that AAL benefits are not only for senior citizens but it is a type of service with the capacity to improve the quality of life of all citizens.
Having introduced AAL as a kind of specific branch of Ambient Intelligence with specific interest in the welfare of citizens, it is clear that a system given such a responsibility has to have substantial capabilities to understand what a person is going through at a given time as well as powerful decision-making. For a system to be capable of looking after the welfare of an individual, it has to understand that individual deeply. It is not only a matter of knowing about the preferences of that individual and how those preferences are linked to different situations but it also implies being capable to understand how a user feels 'now'. We can revisit the ambient music scenario, but now imagine the person in question is depressed. If the ambient music is the wrong one for the mood of the user, it may have a detrimental effect, increasing the levels of anxiety, depression or stress of the individual in question. Stress may lead to wrong decisions, which in turn can have undesired consequences resulting in more stress [11] .
If understanding a specific mental state of an individual like feeling stressed is so important for the success of AAL, how can we do it? There are different approaches, some of them more behavioural and others more biological. By these we mean that some answers to the challenge try to understand how the individual is behaving, e.g., body language, whilst the latter approach relies more on measuring specific personal body parameters which can provide an indicator, e.g., high blood pressure as a potential indicator of stress. The next sections of this paper provide a more specific account of these approaches and highlight the challenges behind each of these options.
STRESS AS A BROAD COGNITIVE PROCESS
Stress and related concepts can be traced as far back as written science and medicine [12] . Likewise, its influence at both an organizational and individual level is nowadays unquestionable [13] .
Fundamental Concepts
In modern science, stress started to be studied at a physiological level, in the decade of 1950. This resulted in a set of reliable physiological indicators for the study of stress, that supported the development of the bio-feedback units available nowadays. In the 70's researchers started studying the somatic disorders resulting from these biologic aspects [14] . At the same time, Hans Selye provided an accurate and simultaneously accessible definition of stress [15] , putting forward the notion of stressor and addressing the hormonal changes caused by stress.
Although such views have changed throughout history, there is an agreement that responses to stress are coordinated by a so-called stress system, whose composition is nowadays well studied and known to include as main components the corticotropin-releasing hormone and locus ceruleus-norepinephrine/autonomic systems and their peripheral effectors [12] . Moreover, the effects of stress at different levels (e.g., behavioral, peripheral, physiological [16] , cognitive) are nowadays becoming known. As a conclusion, an up-to-date view of stress looks at it as a physic-physiologic arousal response occurring in the body as result of stimuli.
A single-modality approach for measuring the effects of stress would thus not be suited, as some experimental results demonstrate [17] . In fact, for a sufficiently precise and accurate measurement of stress, a multi-modal approach must be considered. The diagram depicted in Fig. 1 represents a simplified multi-modal view on stress as considered in this paper. This diagram is composed of two main parts: the upper part concerns the predictive aspects of stress while the lower part concerns the diagnostic aspects.
The Predictive part of the model considers the following aspects: Context, Profile, Goal and Trait.
Context includes meaningful information to describe the different dimensions of the individual, including the historical, economic, social or geographical contexts. Numerous studies exist that map such information to a base level of stress: the effect of socioeconomic status [18] , social or geographical context [19] , [20] , [21] or individual economic situation [22] , just to name a few.
The Profile of the individual includes personal information and characteristics that have an ongoing influence on the level of stress. These include age, gender, marital status, number of dependents [23] , type (or lack) of employment [24] , job category, among others.
The Goal of the individual at a given moment in time or, likewise, the objectives, aspirations or ambitions also have a significant influence on the level of stress. Namely, individuals with higher ambitions are generally known to be under increased stress, resulting from the continued effort of trying to achieve above average standards [25] .
Finally, Trait is related to the personality of each individual, i.e., habitual patterns of behavior, thought or emotion. Some traits are more generally associated with stress than others [26] . As an example, an impulsive individual is generally a more stressed one, with stress driving his hasty decisions.
In the diagnostic part of the model, a larger number of components could be included. Namely those oriented towards psychological or psychosomatic diagnostics, i.e., subjective self-report mechanisms such as surveys or questionnaires. We however focus on objective measures rather than the subjective ones, especially those that can be used to provide real-time feedback. Thus, the Diagnostic components of the model include Physical, Physiological, Behavioral and Performance aspects.
Physical aspects include, in a general way, body movements or postures that may have some particular meaning in terms of stress assessment. Especially interesting are aspects such as eyelid movement, facial expressions, body movements (e.g., specific gestures, head movements, repetitive movement patterns) or pupil movement and dilatation Physiological diagnosis aspects are those that provide the most reliable diagnose of stress. In fact, many approaches exist nowadays that can evaluate the level of stress of an individual from physiological indicators with significant precision, as will be addressed in detail in Section 4.
On the other hand, the behavior of an individual can be seen as the visible end of his inner self. In that sense, aside from other aspects, behaviors (and especially changes in behaviors) may also be a good indicator of stress effects. Given the scope of this paper, particular attention will be dedicated to behaviors when interacting with technological devices or behaviors that can be acquired within technological environments, non-intrusively.
Finally, the Performance of an individual is significantly affected by stress. The optimum level of stress will maximize performance. A higher level of stress may increase performance temporarily but will soon wear the the individual. A lower level of stress will decrease productivity and lead to increasing lethargy. Thus, tests that evaluate performance in given tasks, for which standard performance measurements are known, can be a good indicator of the effects of stress on the individual.
From a high-level point of view, two different types of stress can also be identified: acute and chronic stress. Acute stress comes from recently acknowledged demands and pressures and from anticipated demands in the near future. On the other hand, chronic stress is long-term, due to social or health conditions, dysfunctional families, among many other issues. This type of stress will have nefarious effects on the body and mind of the individual, slowly wearing him away day after day. Acute stress, because it is shortterm, won't do the extensive damage associated with chronic stress, although overtime frequent acute stress may contribute to the development of chronic stress. Nevertheless, it will instantaneously influence the performance of the actions being carried out.
Given the broadness of the field, in this paper we clearly focus on acute cognitive stress. Indeed, most if not all nonintrusive and non-invasive current methods for stress assessment are based on the observation of changes on the individual (as detailed in Section 5). When considering acute stress, these changes are easily observed as they constitute significant deviations from an otherwise regular behavior or state [27] . Chronic stress, on the other hand, is more difficult to detect using these means as the individual is constantly experiencing the effects of stress, thus no abrupt changes are observed [28] . We do not mean to imply that it would be impossible to accomplish. However, given the characteristics of chronic stress, its detection using the means explored in this paper would require more extensive data collection about each individual, spanning longer time-frames.
Stress in the Workplace
As already addressed, stress has effects at many different levels and in many different spheres of our daily lives. Nonetheless, the workplace can be pointed out as a generally stressful environment, especially given today's demands for productivity, competitiveness and performance. For this reason, in this section we analyze the specific characteristics of stress and stressors in the workplace, especially focusing on the causes and outcomes.
Causes
In a general way, a stressor can take many different forms including a chemical or biological agent, environmental condition, external stimulus or any event that forces an organism to adapt to new conditions. Human stressors, in particular, may include environmental factors such as noise or over-illumination, daily stress events such as traffic or lack of physical activity, dramatic life changes such as the death of a relative or a divorce, workplace stressors such as job demands or unrealistic objectives, chemical stressors such as alcohol or drugs consumption, or social stressors such as society's demands/expectations.
When considering the specific issue of stress in the workplace, many theories have been proposed to examine possible causes. Two examples are described below:
Job demands-control model-this is one of the most widely accepted models to study occupational stress [29] . It considers two main causes for stress ( Fig. 2): (1) psychological demand of the task and (2) worker's degree of decision/control. (1) includes working pace, difficulty of the task or conflicts at work. (2) includes the possibility to be creative and the autonomy to take decisions about the work and about the work pace. In the 1980s social support at work was added [30] . This deals with the amount and quality of the social relationships at work and their degree of support. The most stressful milieus are, naturally, those with low control, high demand and weak social suppotr, known as high iso-strain jobs [31] , [32] ; Job demands-resources model-alternatively, this model regards occupational stress as the result of an imbalance between two main aspects [33] : (1) job demands on the individuals (e.g., physical, psychological, social or organizational aspects of the job that require sustained effort/skills) and (2) resources they have to deal with those demands (aspects that facilitate the achievement of work goals or reduce the cost of job demands, including opportunity for personal development, career opportunities or autonomy). Instead of focusing on the negative outcomes of stress alone, this model considers positive indicators of employee well-being as well (Fig. 3) . Less obvious stressors have also been identified and studied by researchers in the last years. A study conducted in 1995 by researchers of the State University of New Jersey, analyzed the impact of electronic performance monitoring and its social context on the productivity and level of stress of employees [34] .
Electronic Performance Monitoring (EPM) systems are one of the many technological developments employees face in today's workplaces. These systems provide managers a wide range of information about employees' routines including real-time information such as the pace of work, degree of accuracy, log-in and log-out times, and even the amount of time spent on bathroom breaks. This study examined how productivity and subjective experiences are affected by EPM systems and how the social context of the workplace moderates that influence. In a survey involving the monitored workers, 81 percent of the respondents declared that electronic observation made their jobs more stressful [35] . Another study compared the behavior of monitored and non-monitored workers who performed similar jobs, and found that monitored workers felt more stressful [36] . The introduction of EPM systems can transform ordinary jobs into high-stress jobs. It can also reduce the opportunities for employees to socialize with each other at work, leading to a loss of social support, partially responsible for the stress associated with EPM [37] , [38] .
Researchers from the School of Psychology of the University of Liverpool have also analyzed the relationship between stress and productivity in the workplace. The researchers investigated the predictors of productivity using the "A Shortened Stress Evaluation tool" (ASSET) [13] .
The economic and social effects of the existence of stressors have also been studied, with results estimating that each worker experienced an average monthly productivity loss of approximately $200 to $400 due to depression [39] . Similarly, another study estimated that the loss of productivity due to depression has cost American corporations $12.1 billion in 1990 alone [40] .
Outcomes
The research community clearly acknowledges the existence of a relationship between workspace stressors and mental and physical health outcomes, which is out of our focus. A smaller amount of research is devoted to the effects of stressors on workplace indicators such as productivity.
Albeit sparse, there is some evidences that establishes an association between stress and productivity. Yeh, Lester, and Tauber performed a study on real estate agents that revealed a negative relationship between stress and productivity [41] . Jamal and Baba, using data collected from blue-collar, managerial and nursing employees showed a direct, linear and negative stress-productivity relationship: the greater the stress was, the less productive the workforce was [42] .
Several things thus result clearly from this brief analysis: stress in the workplace exists, is increasing with EPM initiatives and other factors, and has negative effects at several levels. Interestingly enough, and given the proven effects on productivity, companies should be one of the interested parties in reducing stress, along with employees who worry about their own health and well-being.
From the analysis of the literature, several causes for companies not implementing active stress management initiatives can be pointed out, namely: (1) their cost; (2) the need for human experts (namely psychologists); (3) possible changes in established work routines; (4) unwillingness of employees to participate (namely when they must talk to other people about their stress-related issues). Many of these issues, if not all, exist due to the characteristics of traditional stress-measuring approaches, which are, as described in the following section, impractical for the workplace.
There is thus the need to study and develop new ways to assess and manage stress that can be effectively used in the workplace, that minimize the disadvantages associated with these traditional approaches. These new methods are surveyed in Section 5.
TRADITIONAL APPROACHES
Current stress management techniques in organizations have as a main goal the evaluation of the employees' state so as to implement approaches that allow them to cope with the negative effects of this phenomena [43] . In a general way, these techniques aim to answer two main questions: (1) to which extent is a given event affecting an employee? and (2) which are the more suited methods to help a collaborator deal with these effects?. The work described in this paper focuses on the first question.
After a state of stress has been identified, different approaches can be followed for its management, including personalized training, support or counseling, group therapy, breathing and relaxing exercises or socialization games. Here, the challenge lies in the choice of the appropriate timing and approach(es). In this process, both the identification of the occurrence of stress as well as the definition and implementation of coping strategies are the responsibility of the organization.
Currently, the use of Human experts in this task represents a cost that often prevents organizations from adhering to these initiatives [44] . Moreover, there are also issues related to limited availability (of both parts), the eventual need for personnel displacements, and the frequent reluctance of employees to discuss their issues in the workplace [45] . An automatized approach, or at least partly automatized, could definitely constitute an important step towards the increase in the adherence to these initiatives.
Traditionally, two main approaches can be followed to quantify the effects of stress: (1) questionnaires or surveys, used mostly by psychology and (2) physiological sensors, used mostly by medical approaches. Each of these approaches has advantages and disadvantages of its own, when considered to be used in a workplace. Questionnaires, as other self-reporting mechanisms, are seen as an inexpensive approach to collect vast amounts of information. They do not represent a very significant effort for the researcher, who also benefits from the easiness in compiling data, which results from a set of predefined answers [46] . These instruments are eminently practical and can be administered either by the researcher or by anyone else, possible remotely, without affecting validity or reliability.
They have, however, a number of disadvantages that go beyond traditional problems related to the definition and formulation of questions [47] . They are based on individual perceptions of rather subjective concepts such as good, poor, big or low. It is also easy for a participant to (unconsciously) hide information, voluntarily lie or depreciate/over-valuate certain indicators [48] . This type of behavior is virtually unidentifiable by the researcher. Finally, at the moment of developing the questionnaire, researchers take their own decisions and assumptions concerning what is or is not important. Consequently, even if an individual considers a certain issue as being very important, there is no efficient way to express this if no specific questions regarding this issue exist in the questionnaire.
Nonetheless, many questionnaires and other instruments exist for stress assessment in many different domains (e.g., trauma, family, occupational), which have been validated and used thoroughly over the last decades. Specific instruments exist for the workplace and similar milieus. Some widely used instruments include the 30-question "Perceived Stress Questionnaire" [49] , the "NIOSH Generic Job Stress Questionnaire", including psychosocial measures such as mental demands, perceived control, workload or job ambiguity [50] or the "Copenhagen Psychosocial Questionnaire" (COPSOQ), a comprehensive instrument for the assessment of psychosocial work load and strain [51] Technological advances and medical research lead to a more accurate approach to the problem, based on a range of sensors that measure physiological or neurological effects of processes such as stress, fatigue or emotions on the human body. Please note that in this section we are analyzing the more traditional applications of physiological sensors, tendentiously in the medical context. For more recent applications of these kind of technologies please refer to Section 5.
In this field, one of the most precise indicators is the adrenocorticotropic hormone (ACTH): a hormone produced by the pituitary gland, located below the brain. ACTH activates glands on the kidneys (adrenal glands) to make cortisol. Cortisol has many functions: it helps the body use sugar (glucose) and fat for energy (metabolism), and it helps the body manage stress. Cortisol levels can be affected by many conditions, such as physical or emotional stress, strenuous activity, infection, or injury. When cortisol levels in the blood rise, the ACTH levels in a healthy person normally fall in response.
Cortisol can be measured in saliva, hairs or blood [52] . Assessment of cortisol in saliva is an especially widely accepted and frequently employed method in psychoneuroendocrinology [53] , due to several advantages over other analyses (e.g., stress-free sampling, laboratory independence, lower costs) [54] .
Nonetheless, other sensors or combinations of sensors, measuring other physiological manifestations, can be used for similar purposes. The rationale behind the analysis of physiological signals to study inner states of an individual is based on well-known associations between two main divisions (parasympathetic and sympathetic) of the Autonomic Nervous System (ANS) and numerous physiological processes around the body [55] . The ANS influences the cardiovascular, respiratory, digestive, urinary and reproductive functions. The parasympathetic division of the ANS stimulates visceral activity and promotes a state of rest in the organism. In contrast, the sympathetic division of the ANS prepares the body for heightened levels of somatic activity that may be necessary to implement a reaction to stimuli that disrupt this state of rest. The sympathetic division is thus responsible for the well-known flight-or-fight response, which prepares the body for a scenario that may require sudden, intense physical activity [55] .
Skin conductivity, for instance, measures the skin resistance to electric current, which varies according to the level of perspiration. Given that sudoriparous glands are controlled by the sympathetic nervous system, they unveil mental states associated with psychological or physiological arousal, which take place during peaks of stress. Likewise, boredom states can also be detected. Skin temperature, heart rate or respiratory rate are also well-known indicators for the study of stress, emotions or fatigue [55] , [56] . Heart rate variability, defined as the variation of the time between heartbeats, has been increasingly used to study stress [57] , showing that both are closely connected [58] .
The steep growing of biofeedback tools in the last years is also worthy of note. These tools combine feedback from multiple bodily functions, using instruments that analyze indicators such as brain waves, muscular response, skin conductivity, heart rate, pain perception, among others [59] . The study of brain waves is particularly interesting since it provides clues about aspects such as fatigue, levels of stress, arousal or emotional state in a very thorough way, also allowing to compare, at the same time, other related (or not) phenomena. Biofeedback tools can also be used to improve certain aspects such as daily habits or behaviors, since they provide real-time feedback to the user about the consequences of their attitudes, decisions or behaviors [60] .
In a general way, approaches based on physiological sensors can be seen as very precise and are used not only to evaluate the state of an individual but also as a basis for medical treatments and intervention. Their use, validity and utility are nowadays acknowledged by research initiatives and medical applications alike [55] , [56] , [61] , [62] . However, in the context of this work, both approaches (physiological sensors and questionnaires) are looked at considering their use in a real workplace. In that sense, it becomes necessary to ascertain the extent to which these approaches are suitable to evaluate the state of an individual in these milieus. Our conviction, based on the rationale detailed below, is that such approaches are not suitable.
When people use a questionnaire to describe themselves or some of their behaviors, it may happen that their views or opinions do not exactly fit the possible answers. To deal with this issue, individuals often decide not to answer or use the option that, in their view, more closely relates. Doubts about the quantification of the answers are another frequent problem. While some of the frequently used concepts, such as never or always, are easy to define, others such as frequently or occasionally are less clear. When these questionnaires concern the behavior of the individual in a given situation (e.g., "How would you react if, feeling incredibly tired, you were given a task to complete in a short time frame?"), there is no guarantee that the behavior of the user in the actual situation would match the answer. That is, individuals answer how they believe they would or do behave. Nonetheless, stress is partly a subjective psychological experience, i.e., it depends on how each individual interprets and copes with stressors. From this point of view, self-report mechanisms are still interesting.
When, alternatively, physiological sensors are used, the main and most immediate drawback is that the individual may feel uncomfortable (Fig. 4) . This may result in refusal to participate, especially in cases in which the use of sensors involves wires and other hardware that may limit movement. All these factors make it more difficult to collect the data. On the other hand, there may be an undesirable effect on the variables under study caused by the monitoring itself: the simple fact that the individual is connected to sensors may increase stress, consequently affecting the results.
These problems can be briefly analyzed through some specific examples. [63] present an approach based on four different sensors to detect stress in a non-invasive way. Nonetheless, the method is highly intrusive as the participant cannot move the left hand. The work described in [55] uses, in addition to physiological sensors, a video-based eye tracking gazing system, which poses an additional drawback concerning privacy. Many other examples can be found with very different physiological markers (e.g., galvanic skin response in both feet and hands, heart rate variability, electrocardiograph signal, electromyography signal) [56] , [61] , [64] and in different domains of application (e.g., stress in students during exams, stress in drivers) [65] , [66] . The problems do however remain: these approaches, although undoubtedly accurate and usable in real-time, have many and significant effects on the routines of the individuals. None of these so-called traditional approaches can be used, in a realistic manner, to quantify the level of stress of an individual in a workplace. At least, they cannot be used without changing established work routines or without interfering with the individual.
Given this, the following sections detail a new paradigm for the acquisition of valuable information for stress assessment in which the focus is on the behaviors of the individuals, looked at as mirrors of their inner states. In fact, processes such as stress, fatigue or emotions have measurable effects not only on our physiology but also on our observable behavior: a healthy individual is able to look at someone and identify these signs, in an innate way. If we provide computer systems with the ability to identify and quantify such behaviors and, if a relationship is established between these behaviors and certain mental states, the door is open to the development of non-intrusive methods for the classification of the state of individuals based on the observation of behavioral indicators. This is the goal that motivates the work described in this document.
NEW METHODS FOR STRESS ASSESSMENT
New methods for stress assessment were developed in the last years as a result of an unprecedented evolution in consumer electronics and miniaturization. Others were made possible from a better understanding of stress and its effects on the Human being at several levels: physiological, behavioral or physical. The diversity of alternatives, as shown in this section, allows for solutions to be used in specific scenarios with increased accuracy and commodity (e.g., driving vehicles, working at the computer). In this section we analyze in detail the characteristics of each of these new methods and in Section 6 we provide a critical analysis and a comparison between them.
Wearables
One of the latest trends in stress management is being fostered by wearable devices. Indeed, in the last years there was a major development in consumer electronics, with devices being used for acquiring physiological signs. They constitute more comfortable approaches than the traditional sensors mentioned in Section 4 as they can be worn, as a regular fashion accessory or clothing (Fig. 5) . They have, thus, some advantages.
Chan et al. provide a thorough overview of the extensive efforts made in both academia and industry in the research and development of smart wearable systems for health monitoring [67] , their driving forces and their future impact in healthcare industry. Choi and Gutierrez-Osuna [68] address this issue in a general way, describing the development of a wearable sensor platform to monitor physiological correlates of mental stress for ambulatory stress monitoring. The work relies on a Wireless Body Sensor network with spectral features that estimate the balance of the autonomic nervous system by combining information from the power spectral density of respiration and heart rate variability.
While the two previously mentioned works are rather generic, specific examples of application can also be found. In [69] , the authors analyze the discriminative power of electrodermal activity in distinguishing stress from cognitive load, using a wrist-worn device, with sensors placed in strips attached to two fingers. In [62] the authors also present a wearable system for assessing stress, sensible to the task being carried out by the user so that the user does not need to necessarily sit in a chair, as usual. Similarly, [70] presents AutoSense: a wireless sensor suite that collects and processes cardiovascular, respiratory, and thermoregularity measurements that can inform about the general stress state of test subjects in their natural environment.
Finally, the work detailed in [71] presents a stress management biofeedback mobile service for everyday use, aiding users to reflect on both positive and negative patterns in their behavior. To accomplish this the authors also developed a wearable set of sensors that facilitate data acquisition and analysis. The main difference from the previous works is the development of the biofeedback mobile service that, through a set of intuitive interfaces, aids the users in perceiving the effects of stress on their daily lives.
Smartphones
The evolution witnessed in the field of smartphones in the last years also led to the emergence of a new paradigm: wellness mobiles. Technological developments make it possible for health-care professionals to have access to comprehensive real-time patient data. Likewise, users can also continuously track their health on the go, build a comprehensive history and receive real-time advice or warning [72] . Indeed, mobile phones have a growing number and variety of sensors that can nowadays be leveraged to produce, in the near future, what can be called as personal wellness dashboards: devices with the ability to measure our heart rate or body temperature and quickly analyze our state of health. This may make personal health care costeffective, decreasing the use of emergency care [72] .
Some mobile apps take advantage, to some extent, of the sensors currently present in smartphones (Fig. 6) . Although, in many cases, some of these apps lack proven scientific validity, their low cost and their availability makes them easily reach a significant number of users.
The majority of existing apps use the smartphones' builtin sensors. Azumio's Stress Check uses the camera and light features of the smartphone to measure heart rate. A similar approach is followed by other apps (e.g., StressViewer). There is also a significant amount of apps dedicated not to measuring stress but to decreasing or coping with it, namely through breathing exercises, with visual or sound aids. Stress Releaser is one such app. Another example is DeStressify, that is based on music and specific exercises.
There are also apps that use specific hardware, such as PIP Relax and Race, which is based on an electrodermal activity sensor. In this specific app, the user takes part in a race where victory is achieved only by out-relaxing the opponents. A generally competitive activity is thus changed into a relaxing one, with real-time biofeedback. Similar apps exist for this specific hardware. DroidJacket [73] requires the use of VitalJacket-a shirt that embeds an electrocardiogram sensor, allowing a continuous monitoring of the patient. The work described in [74] also uses a specific sensor platform (Personal Biomonitoring System), in parallel with the smartphone, to monitor the level of stress of the smartphone user.
Other smartphone-based approaches are based on the changes in the speech production process, that happen during stress. To this end, these applications use the microphones embedded in the mobile phones. StressSense [75] is one of such applications, based on a classifier that can robustly identify stress across multiple individuals in diverse acoustic environments.
There are also authors who look at the behavior of smartphone users for stress indicators. Although not in a conclusive manner, in [76] the authors find significant differences in location traces, visible bluethooth devices and phone call patterns when comparing stressful with stress free periods.
Computer Vision
Many different image sources can be used to monitor stress, the most frequently used being the Human face (Fig. 7) . Although cultural differences can intensify facial expression of emotions, there is considerable scientific evidence that emotions are communicated in distinct facial displays across cultures, age and gender [77] . These approaches can be classified as two-dimensional or three-dimensional. Their main difference is that the first tries to recognize features directly from a two-dimensional decomposition/ transformation of the image, and is generally not sensible to rotations and translations of the face.
In [77] , the authors apply optical computer recognition algorithms to detect facial changes due to low and highstressor performance demands, with the aim to develop an approach suitable to be used by astronauts. This approach takes as input images from the whole face. On a similar approach but on a different field of application, Gao et al. present a system for detecting stress from facial expressions in car drivers [78] . Barreto et al., on the other hand, consider only pupil diameter (together with physiological signals), to assess stress [55] , [63] . To this end, they make use of a specific camera-based eye-tracking system.
Other authors simultaneously look at groups of features extracted from the face. In [79] an approach is presented based on what the authors call "physical appearance": facial expression, eye movements and head movements. These features are used together with physiological signs and behavioral data to assess the level of stress of a computer user. Thermal imaging can also be used [80] , namely to measure blood perfusion in the orbital muscles, which correlates to stress. These approaches are however prone to error when certain types of light or heating systems are used.
There are also authors who look at sequences of images to search for signs of stress. Giakoumis et al. analyze video and accelerometer information to extract activity-related behavioral features and perceive signs of stress [81] . Sharma et al. also consider video analysis, using both temporal thermal spectrum and visible spectrum video features, which they make available as a database-ANUStressDB [82] .
Speech and Other Linguistic Features
This section describes approaches for stress assessment based on vocal cues such as speed, rhythm or intonation. Interestingly, the variability introduced by stress or emotion can severely reduce speech recognition accuracy. Thus the importance of techniques for detecting or assessing the presence of stress to improve the robustness of speech recognition systems [84] .
In [85] , the authors present a hierarchical framework, which consists of three layers of classifiers, for automatic stress detection in English speech utterances: a linguistic classifier, an acoustic classifier and an AdaBoost classifier. The paper presents accuracy rates higher than 90 percent.
In a related approach, Imoto et al. address sentence-level stress detection of English for Computer-Assisted Language Learning by Japanese students. Stress models are set up by considering syllable structure and position of the syllable in a phrase, providing diagnostic information for students [86] .
There are also approaches based on prosodic or acoustic features. Xie et al. present an approach for the automatic detection of rhythmic stress in spoken English, based on speaker independent prosodic features and vowel quality features as terminals to classify each vowel segment as stressed or unstressed [87] . Similarly, in [88] an English lexical stress detection approach using acoustic features is proposed. The feature set includes the semitone, the duration, the loudness and the emphasis features.
Computer Mouse
In this section we analyze a group of approaches that can be deemed as non-intrusive as they rely on the usage of the mouse, requiring no specific additional hardware. This approach can thus be included in the so-called Mouse Dynamics field.
Different mouse-based approaches can be implemented. On the one hand, it is possible to build sensors into the mouse, which collect physiological signs when the user is in Fig. 7 . Approaches based totally or partially on computer vision: (a) detecting emotional stress on drivers [78] , (b) stress detection in Human-Computer Interaction through gaze detection [83] and (c) stress detection using a visual sensor and an emotional mouse [79] .
contact with the mouse, as proposed in [79] . Photo, pressure, temperature and galvanic skin response sensors were integrated in a mouse, allowing them to determine when the user is using the mouse and acquire physiological variables that correlate to stress. On a similar approach, the authors of [89] developed a capacitive mouse that measures the amount of hand contact with the mouse, allowing the authors to estimate the pressure exerted on the mouse. The authors conclude that mouse contact is significantly higher when participants are under stress.
Other authors have looked at the mouse and its usage in search for different stress correlates. Namely, [90] look at how the users move the mouse and propose a simple model of arm-hand dynamics that captures muscle stiffness during mouse movement. Other authors have also extracted behavioral features from mouse usage, such as in [91] , extracting features such as mouse speed, inactivity, or mouse click rate. Finally, features extracted from the mouse have also been shown to be related to stress measures during exams [92] .
Computer Keyboard
The keyboard of the computer is also being researched as a way to assess the effects of stress. One of the most frequent approaches relies on Keyboard Dynamics, which looks at the behavior of the user while typing through features such as key latency or writing speed [93] .
Such an approach is followed in [91] , in which the authors consider three keyboard features: average key latency, average typing speed and occurrence of error keys. In [94] the authors also use seven behavioral features extracted from the keyboard, but rely on a Case-based Reasoning system for stress classification.
Specially designed keyboards have also been developed to extract additional features that regular keyboards do not provide. In [89] , the authors present a pressure-sensitive keyboard that provides, for each keystroke, a value of pressure between 0 (no pressure) and 255 (maximum pressure) (Fig. 8) . The authors conclude that the pressure on the keyboard is significantly higher under stress.
Finally, there are also keyboard-based approaches that incorporate the linguistic features of the written text. In [83] , the authors combine keystroke and linguistic features of spontaneous generated text, measuring physical and cognitive stress.
CRITICAL ANALYSIS

Methods
Section 5 showed that there are many novel methods to assess stress. However, all these different methods have characteristics of their own, as well as unique advantages and disadvantages.
Wearable devices incorporate physiological sensors in clothing or accessories, constituting a very convenient alternative to traditional physiological sensors, although the person still has to 'wear' the device. The battery life is nowadays relatively large, often allowing the device to be worn for several days. One of the key advantages of these approaches is that they can integrate physiological signs whose relationship with stress is nowadays well-known and thoroughly studied (e.g., heart beat, respiratory rate, body temperature). This means that very accurate approaches can be implemented. The main drawback of these approaches is their price, since these devices tend to have a significant cost.
Most of the existing smartphone-based approaches for stress assessment rely on the use of the integrated flash to measure heart rate and provide a quantification of the level of stress. This approach has a lower accuracy than wearable devices, in part because it is based on a single physiological sign. Moreover, in order to continuously collect data over long periods of time, the user would have to constantly touch the light of the smartphone, which is impracticable. This type of solution is thus more suited to periodic analyses. On the other hand, the main advantage of these approaches is that they can be used by anyone who already owns a smartphone, generally by just installing a simple app that also makes the logging, visualization and sharing of information very easy. Nonetheless, the evolution of smartphones, namely through the inclusion of additional sensors, may open the door to more accurate approaches. Smartphones have, undoubtedly, a significant role to play in the future of personal healthcare.
Some of the most well-studied approaches to stress detection are based on video-cameras. Many algorithms are known nowadays which not only detect or quantify stress but also assess emotional state and other cues. The cost of these approaches can vary significantly, depending on the quality of the video camera used. Moreover, they tend to only be accurate when the user stares frontally at the camera and with proper lightning conditions. Under these conditions, video-cameras can prove useful and comfortable in assessing stress, since the user does not need to be connected to sensors or do any specific task. However, the user does need to remain relatively still and face the camera directly. For this reason, these approaches are mostly directed at tasks with these characteristics, such as working with a computer or driving a vehicle. Nonetheless, the most negative aspect of this approach concerns privacy. Indeed, people often dislike being monitored, especially in the workplace and in such a direct way, which may, by itself, influence stress levels.
Speech-and linguistic-based approaches face a similar drawback as users may look at the monitoring of their speech or their words as an invasion of their privacy. To cope with this, people often change their normal behaviors (e.g., avoiding conversations that they would usually have), thus undermining the process itself. While some features do take into account specific words and may pose these problems, others are based on how the person talks rather than on what the person talks (e.g., speech rhythm). These features should thus be preferred and the users should be made aware of their characteristics in order to increase acceptance. Other than that, these approaches are generally inexpensive as they are based Fig. 8 . A regular mouse and keyboard can be used to assess stress through behavior. This hardware can also be modified to provide additional features. The image depicts a pressure-sensitive keyboard and a capacitive mouse [89] .
either on written text or on speech acquired though a microphone, which can be embedded in existing devices, such as in the case of smartphones. They do, however, require that the person speaks or types text in order to produce a result. For this reason, they tend to be more suited to specific domains (e.g., call centers).
Finally, approaches based on computer peripherals also constitute inexpensive and interesting ways of assessing stress. The main drawback is, evidently, that they can only be used in domains in which people interact with a computer. They are thus directed at environments such as laboratories, workplaces or academia. People also often express concerns with these kind of logger applications that register all that is done with the mouse and the keyboard. The most important step to take regarding this concern is to focus on features that (as with speech-based approaches) do not consider what is written but how it is written. Similarly, when considering the mouse, features should focus on how people click or move the mouse rather than where people clicked or moved to. Fortunately, if some of the linguistic features are left aside, most of the features extracted from the mouse and the keyboard pose no concerns in this regard. The strongest aspects of these approaches are: (1) a very low cost since they are generally based on existing and inexpensive hardware; and (2) the diversity of features that can be extracted which, depending on minor hardware modifications, may include physical, behavioral and physiological measures. Table 1 presents a summary of the characteristics considered to assess each stress assessment method and a score (1 -lowest, 5 -highest) that allows for an intuitive comparison. The following characteristics were taken into consideration:
Versatility -Quantifies how fit the method is to be used in different domains; Cost-effectiveness -The cost-effectiveness of the method (e.g., additional hardware, cost of associated software). The value 1 denotes a low cost-effectiveness, i.e., a more expensive method; Intrusiveness -Quantifies the extent to which the routine of the individual is affected by the stress assessment method. The value 1 denotes that the method is very intrusive while the value 5 denotes that it is completely transparent to the user. For example video cameras or keyboard are not considered intrusive since their use for the purpose of stress monitoring does not have an effect on work routines; Feature Diversity -While some methods provide a small number of features or features from a reduced number of modalities (e.g., physiological, behavioral, physical), others give access to a larger number and variety. Multi-modal approaches generally hold potential for increased performance; Specific Hardware -Quantifies the degree to which specific additional hardware is required for the method to assess stress. The value 1 denotes that a significant amount of additional hardware is required for the method to be used while the value 5 denotes that no additional hardware besides what is available in a general scenario is necessary; Availability -Determines to which extent the method is easily available, from the point of view of the user. As an example, simply downloading an application is very convenient; Privacy -Quantifies the extent to which a given method can constitute a potential threat to privacy. The value 1 denotes a potentially threatening method; Richness -This characteristic compares the methods in terms of the richness of analysis that can be combined in a single device. For example, a smarphone allows the acquisition of behavioral, physical and physiological features; Accuracy -Denotes, in a general way, the accuracy of the approaches concerning stress classification. The data displayed in Table 1 can be graphically summarized to allow a more intuitive interpretation. Fig. 9 shows how each of the methods studied scores in each of the nine categories evaluated. Through this graphical representation, the methods can be compared using the area of the radar plot. Thus, in the overall, the best method for stress assessment in the workplace, according to the analysis carried out, is the keyboard, with a score of 54.32 (out of a maximum value of 72.48). Likewise, the worst methods for this purpose are those based on computer vision, mostly due to their privacy concerns, cost and requirements in terms of hardware. Fig. 10 details and compares the score of each method as well as the maximum possible score.
Characteristics
It is likewise interesting to conduct this analysis from the point of view of each of the characteristics studied (especially in cases in which one or several characteristics are more important than others). Fig. 11 supports this kind of analysis.
In terms of versatility, methods based on smartphones and wearables are those that score higher, especially in the case of wearables. Wearables can provide a wide range of physiological measures, as well as other features extracted from hardware such as accelerometers. In the case of smartphones, their versatility comes from the ability to develop specific and custom applications, that use not only the built-in sensors but also external hardware (e.g., heart rate monitors).
In what concerns cost-effectiveness, methods based on the keyboard and mouse appear as the best, followed closely by speech and linguistic. Indeed, these computer peripherals are common in modern workplaces, especially those linked to the so-called 'white-colar' jobs, and their cost is nowadays 
very low, making them a cost-effective approach for continuous and non-intrusive stress assessment. Of all the characteristics considered, intrusiveness is the one that achieves a higher score, i.e., the one that is more broadly contained in all methods. Apart from smartphones and wearables (in which people need to perform a specific action or wear a specific fabric), stress is assessed from the regular actions of the individual with the devices in the environment. This makes these methods highly transparent and unobtrusive.
Feature diversity also scores relatively high, especially due to the contribution of smartphones and wearables, which can provide a rich set of features for stress assessment.
Considering the need for additional/specific hardware, the best methods are, once again, those based on keyboard, mouse or speech. Indeed, when considering modern workplaces, the mouse and the keyboard are nowadays common. The same is almost as true for microphones since most of our laptops or smartphones have embedded microphones that can be used for stress assessment. For these reasons, this characteristic has a very similar score to cost-effectiveness. On the other hand, methods based on computer vision require video cameras, smartphones may require additional sensors or hardware and methods based on wearables necessarily require specific hardware, contributing to worse scores.
In terms of availability, the highest scores belong to methods based on the smartphone, keyboard, mouse and speech. This is due to the fact that these devices are nowadays easily available and that it is only necessary to install a specific software to start assessing stress.
Concerning privacy, the highest scores are attributed to smartphones, wearables and computer peripherals. In the case of the first two, these devices are tendentiously personal, which gives the user increased confidence on their use. In the case of computer peripherals, they can be used to assess stress in a safe way, i.e., without actually knowing what the person is typing or where the person is clicking. Speech-and video-based approaches score lower in terms of privacy. The former mostly because the user needs to speak out in order for the stress assessment to take place. The latter mostly because of all the privacy-related issues associated to the use of video cameras, especially in the workplace. In terms of the richness of the analysis that each method allows, the methods based on smartphones and on peripherals are the ones that achieve highest scores. The score is especially high since it may provide access to features of different modalities, including behavioral (namely application usage), physical and physiological. Similar statements can be made about the mouse and the keyboard.
Finally, in terms of accuracy, the methods that achieve the best scores are those based on computer vision and on wearable devices, especially the ones incorporating physiological sensors, which are among the most accurate approaches to assess stress.
Pointing out an "absolute best" method is rather impossible as this always depends on the characteristics and constraints of each specific setting. However, and focusing on the specific problem of stress assessment in the workplace, the methods that achieve generally best results are those based on mouse and keyboard, also achieving good scores on characteristics such as cost-effectiveness, intrusiveness, need for specific hardware, availability and privacy. These conclusions, however, apply mostly to office-type jobs, in which people sit at the computer for a significant part of their workday. When considering other jobs, alternative methods could be more appropriate. As an example, smartphones or wearables are a more suited method to assess stress in health professionals.
Stress Modalities
Alternatively, these methods can also be analyzed from their multimodality, i.e., their ability to capture stress effects in their different modalities. The underlying assumption is that a method that can measure effects from multiple modalities is, expectedly, more accurate than a method based on a single modality. The modalities considered are those put forward in the diagnostic part of the model presented in Fig. 1 : physical, physiological, behavioral and performance. We score each method (1 -lowest, 5 -highest) according to their ability to produce features from each of the four modalities put forward in the model (Table 2) .
Wearables score the highest in the physiological modality. Indeed, these methods are mostly based on physiological sensors that can be placed directly on the body of the individual, ensuring a continuous monitoring of physiological signs. These methods can also provide some information regarding physical/behavioral modalities, mostly through accelerometers, allowing the acquisition of features such as movement patterns, activity levels or activity classification.
Smartphones stand out especially in the behavioral and performance modalities. Behavioral features are acquired from aspects such as application usage patterns, user location or from the accelerometer or gyroscope of the device. Concerning performance, smartphones can provide features such as accuracy measures or response times, namely through the use of specific or modified applications. Physiological measures can also be acquired from a smartphone, either from the built-in camera or from additional sensors. Finally, smartphones can also provide some physical features such as the intensity of the touch on the screen or the acceleration measured on the device when the user is interacting with it. All this makes smartphone-based methods one of the most multimodal ones.
Methods based on computer vision are essentially directed at physical measures, including eyelid movement, facial expressions, head movement, or pupil dilatation. Nonetheless, some features from physiological and behavioral modalities can also be extracted. As an example of the physiological modality, a group of researchers from MIT's Computer Science and Artificial Intelligence Lab (CSAIL) showed that it is possible to measure human heart rate and heart rate variability in ordinary video footage. In what concerns the behavioral modality, methods based on computer vision allow the analysis of aspects such as changes in focus (attentive behavior) or gaze detection.
Methods based on speech and linguistic features are among the more limited ones in terms of the diversity of modalities. Indeed, these methods provide access to mostly behavioral features.
Finally, there are the two groups of methods based on the computer peripherals (mouse and keyboard), which are among the most multimodal ones and achieve similar scores. The highest scores of these methods are achieved in the behavioral and performance modalities. To some extent it is also possible to extract physical features from these devices, especially in what concerns physical fatigue from long periods of use. Moreover, some of the features that we associate here with behavior are, in part, also influenced by physical aspects of the individual (e.g., development of certain muscles, elasticity of certain tendons). Finally, we also surveyed some works in which researchers modified the standard keyboard and mouse to provide physical/physiological features (e.g., pressure sensitive keyboard, capacitive mouse).
The score of multimodality of each method can thus be computed, as done before, by calculating the area of the radar chart for each method, as shown in Fig. 12 .
DISCUSSION AND FUTURE TRENDS
From the papers surveyed in this document, one first conclusion is evident: there is nowadays an unprecedented diversity in methods for stress assessment. Until a few years ago, stress assessment would be carried out through questionnaires or through invasive or even intrusive approaches. While these are suited for medical interventions or treatment, they are not adequate for more modern applications, in line with Ambient Intelligence and the paradigm of personal healthcare. Especially, and if we keep in mind the scope of this research line, they are not suited to be used in the workplace, in which the aim is to monitor continuously and in real time, without interfering with the worker's routine. Another conclusion is that existing non-intrusive/noninvasive methods are more suited to measure acute stress than chronic stress, as pointed out at the end of Section 3. It is also a fact that it is really the chronic stress that costs companies billions of dollars and hurts workers the most [28] . This could result, at a first glance, in the deeming of the surveyed methods as inadequate or insufficient to solve the addressed problem. However, it must be kept in mind that chronic stress occurs, among other issues such as exposure to traumatic events, in response to frequent everday stressors that are ignored or poorly managed. Thus, it is our conviction that the surveyed methods may have an important role in the process: helping to prevent the actual occurrence of chronic stress by supporting the identification and management of everyday peaks of acute stress.
On the other hand, consumers are nowadays very keen on inexpensive methods to monitor and log their health and well being. These methods can be implemented with the support of smartphones and other similar devices which, by themselves or with the support of additional hardware, can collect information about the user. This may, however, fall short. While smartphone-based approaches are still limited, namely in terms of the features that they collect, they require users to stop what they are doing in order to take a measurement (e.g., placing a finger on the light of the smartphone to measure heart rate). Moreover, they require the user to consciously engage in the process.
Other very different approaches can also be implemented nowadays, namely based on video cameras, microphones or wearable devices. These approaches are, undoubtedly, suited to assess stress in certain domains. Video-based approaches are especially suited to vehicle driving as they can accurately point out driver stress or fatigue, mainly because the driver must look ahead at all times, thus constantly facing a frontally placed camera. However, such approaches are not suited to the common workplace, for two main reasons: (1) they require at least one camera per person, which makes them expensive; (2) they are seen as a privacythreatening and may acquire images even from employees who did not agree to be monitored. Approaches based on speech are significantly less expensive. They do, however, suffer a similar problem in the sense that the speech of the employees must be acquired and processed. This is especially worrying when linguistic features based on the type of words used are employed. Moreover, microphone-based approaches are prone to errors in noisy environments.
Approaches based on wearable devices, which incorporate physiological sensors, are generally more accurate and allow the user to move freely around the environment. They do, however, require users to constantly wear one or more pieces of clothing or accessories. Moreover, they also tend to be expensive, especially if the aim is to monitor groups of people in an organization. This can constitute an obstacle to the implementation of initiatives for monitoring stress or well-being in the workplace.
When this is the aim, i.e., to monitor stress in modern workplaces, a special interest must be placed in the paradigm of Ambient Intelligence, in the sense that these technologically empowered environments can simultaneously be sensitive and transparent. That is, in AmI systems the user is constantly being monitored in a way that is completely non-intrusive and transparent. Ultimately, the user forgets about the monitoring and notices only the environment's contextualized actions.
This new view on the problem can be made possible through behavioral analysis. Under this approach, everything the user does (e.g., interactions with devices, movement patterns, interactions with other users) can be used as a potential input. Moreover, one can consider not only what the user does but how the user does it.
In fact, our behaviors are commonly associated with our inner states. We look at someone who is restless, biting the nails or fiddling and we instantly know that the person is nervous or stressed. We look at someone who is moving slowly, whose eyes are half closed and who gets distracted easily and we know that the person is tired. The fact is that, in an interaction, our behaviors often give away more information than the words we use. And we, as humans, have evolved to collect this information to, even in an unconscious way, better understand the state of the other individual. This information is actually paramount for the efficiency of the communication process.
The challenge thus lies in developing ways to acquire this information and use it as a way to perceive the user's inner state. Indeed, many of our behaviors can be used as input to classify our state. Namely, the way we type, the way we move the mouse, the way we hold or touch our smartphone, the way we talk or even the way we sit. While one of these features may not be enough to accurately describe the user's state, their combined use may constitute a reliable source of information.
The main advantage of this approach is, undoubtedly, that it can be used continuously throughout the day, without interfering with the users' routines. It is transparent, non-intrusive and pervasive. It allows for behavioral models to be trained in short time-frames that allow us to know one's frequent behaviors when in neutral states as well as in specific states. These models can be dependent on many variables (that can also be acquired by the environment) including geographical, social or historic context. Given this, the most suited approaches to assess stress in the workplace are, in our opinion, the behavioral ones [95] . This is especially so in workplaces in which employees interact with a computer for long periods, such as the so-called white-collar jobs. In these scenarios, approaches based on keyboard and mouse dynamics are especially suited. Specifically: (1) they are not intrusive as they are based on the interaction of the individual with the computer; (2) they are not expensive as they are based on the mouse and the keyboard; (3) they safeguard privacy as it is not necessary to determine what the employees are doing, only how they are doing it; (4) they allow the training and development of fairly simple models, based on features that are easily acquired and processed; (5) they can be used continuously throughout the day, providing real-time feedback about the state of the individual; and (6) they can provide information about other important aspects, namely the level of mental fatigue [96] .
One key conclusion of this survey is thus that if we consider modern workplaces, the best suited approach for continuously assessing stress is a behavioral one, based on the analysis of the interaction patterns of the workers with the computer. Moreover, stress management tecniques should be considered as stress may have positive effects even in the workplace [97] , especially for small periods of time.
Nonetheless, such approaches should always take into consideration individual characteristics (i.e., some people are naturally more stressed than others) and contextual factors (e.g., in some scenarios, such as brainstorming, an increased level of stress is more acceptable than in others). This can only be achieved through the development of individualized models, that shape each individual's characteristics.
In order for this field to continue to develop towards high reliability and acceptance, we believe that future efforts should be guided by the following main lines:
Personalized models should be trained to shape each individual's reaction to stress, also considering other important aspects such as workload, context, task difficulty, etc.; A framework for stress must be defined that identifies and incorporates the key stressors in the workplace and their effect on the level of stress; Stress management/reduction techniques must take into consideration the fact that not all individuals and situations are alike. In terms of the "goodness" of each method, it is impossible to point out, in absolute terms, the best method. In a general way, the methods that achieve the highest score are those based on the mouse and the keyboard. These methods also achieve high scores in characteristics such as cost-effectiveness, low intrusiveness or privacy. However, if the focus of the organization is on accuracy, methods such as computer vision or wearables should be considered instead (or in addition). These methods are, however, also those that represent the higher cost.
The best method or group of methods for assessing stress in a given environment will always depend on the characteristics of the environment (e.g., are there video cameras available?, Do the individuals interact with the mouse and the keyboard?), on the constraints (e.g., is the cost of the method a limitation?, Is it possible to record speech?) and on the weight of each characteristic for the organization (e.g., privacy, accuracy, versatility).
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